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Abstract: With the rapid expansion of social media and other digital platforms, the dissemination of false information

through these channels has become widespread, leading to difficulties in deter-mining the authenticity of online content.
Moreover, fact-checking through traditional means is very slow and cannot efficiently manage the enormous volume of
information. This paper offers a deep learning-based misinformation detection system as a solution to this problem.
According to the paper, the system utilizes various NLP (Natural Language Processing) techniques such as text cleaning,
tokenization, and feature extraction in order to convert text data into a form that can be easily used for learning by deep
learning algorithms. A Long Short-Term Memory (LSTM) deep learning model is used as the core-based encoding
mechanism to capture the underlying semantics and contextual clues hidden in the text that help determine whether the
text is genuine or fake. The system was subjected to a rigorous evaluation process using well-known labelled datasets
while relying on widely-accepted performance metrics including accuracy, precision, recall, and F1-score. Results from
the experiments indicate that the system proposed in this paper not only outperforms existing systems in terms of

accuracy but also embodies an efficient, scalable, and trustworthy method for automatically detecting fake news.
Keywords: Fake News Detection, DL, NLP, LSTM, ML, Social Media Analysis, Semantic Analysis.

1. Introduction

The flourishing of Internet and social media in the digital
era has not only changed people’s way of creating, sharing,
and consuming information but also globally spreading
news and information in seconds. People have access to the
current events and updates immediately. On the other
hand, since it is easy to spread, misinformation or fake
news has been one of the major challenges of the society
nowadays. Misinformation is sharing false or misleading
content without proper verification that leads to public
opinion, confusion, social, and political instability.
Examples of such social media platforms are Facebook,
Twitter, Instagram, etc., and people can also read false
news on these plat-forms as well as on websites. To what
ex-tent have old-fashioned fact-checking methods been
relied upon? The answer is that these traditional methods
are manual, time-consuming, and hardly capable of even
handling a large volume of digital content. Hence, there is
an urgent demand for the development of auto-mated tools
that can identify misleading information at a great pace and
with high accuracy. Deep Learning, as a branch of Artificial
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Intelligence (Al), has amazingly developed methods that
are capable of solving the most difficult tasks of Natural
Language Processing (NLP) such as text classification,
sentiment analysis, and language understanding. Long
Short-Term Memory (LSTM) networks, Convolutional
Neural Networks (CNN), and Transformer-based models
are just a few examples of techniques that are able to detect
textual patterns, analyzing contextual meanings, and
understanding semantic relationships.

The aim of this study is to produce a misinformation
detection system with deep learning technologies which is
capable of sorting news as real or fake. The system relies on
language processing techniques to handle text data and on
deep learning models to do the classification. Taking into
account the linguistic and situational elements of the
content, the system presented here intends to give reliable
and precise outcomes. This way, fake news dissemination
can be hindered, and online informational platforms can
gain more users’ trust. The chief aim of the research work is
to develop a smart, scalable, and effective tool to identify
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misinformation in digital media and, thus, to a large extent,
help create a safer and more trustworthy online
environment.

2. Literature Survey

With the rapid growth of the internet and so-cial media
platforms, the spread of fake news and misinformation has
become a major challenge. A number of Machine Learning
and Deep Learning methods are in the works to
automatically detect and halt the spread of mis-
information.

Jinna Lv et al. (2025) have done a com-prehensive study on
Multi-modal Fake News Detection. Their investigation
revealed that integrating multiple data types, including
text, images, audio, and video, can greatly enhance the
effectiveness of misinformation detection. They also talked
about the most recent deep learning technologies and what
challenges are required to create efficient detection
systems.

Raja Nandini et al. (2025) conducted a sur-vey on various
Machine Learning and Deep Learning techniques for
detecting fake news. They found that more sophisticated
models such as BERT and other transformer-based models
outperform  classical ~machine learn-ing  models.
Multimodal learning and transfer learning were also
identified as key factors in enhancing detection
performance in the study.

Halyna Padalko et al. (2024) suggested an Attention Based
Bi-LSTM model to classify fake news. By using an attention
mechanism, the model was able to focus on important
words and phrases within the text, resulting in higher
accuracy and Dbetter understanding of contextual
information.

Rong Wang (2023) studied the Fake News Detection using
CNN, LSTM, LightGBM and XGBoost models. The study
showed that using a combination of deep learning and ma-
chine learning methods is able to enhance the classification
accuracy and the ability to identify misinformation. Based
on the studies identified, the use of deep learning methods
has proven to be very effective for detecting fake news and
misinformation. Drawing inspiration from these new
developments, the proposed project is a multi-modal
misinformation detection system that processes text,
images, audio and video. The system is designed to detect
manipulated or misleading digital content with accuracy
and reliability, by leveraging the strengths of each of these
models.

3. System Architecture

The system suggested Detecting Misinformation Using
Deep Learning Techniques is a multi-level system resulting
in efficient, ac-curate and easy-to-manage processing. Each

Jack Sparrow Publishers © 2026, IJCSER , All Rights Reserved
www .jacksparrowpublishers.com

Issue 3, 2026, https://doi.org/10.63328/I]JCSER-V3RI3P1

layer is used for a specific purpose, which helps determine
if the content being analyzed is real or fake.

(a) Presentation Layer

This is the highest level that the user would touch when
using the system. It offers a conve-nient and easy-to-use
interface for uploading content such as text, images, audio
or video files. The layer also shows the prediction re-sults,
confidence and reports in an easy-to-understand format.

1. PRESENTATION LAYER

* Streamlit Web Interface

* User Login / Registration

* Upload Text, Image, Audio, Video
* Display Prediction Results

31 ——

2. APPLICATION LAYER

* Request Handling

File Validation

[ N N ] « Detection Workflow Management
* Report Generation

¥

. PREPROCESSING LAYER

/
w

« Text Cleaning & Tokenization
[5”(3"{ * Image Resizing & Normalization
{,_UJJ * Audio Feature Extraction (MFCC)
* Video Frame Extraction
@ /‘\\ 4. DEEP LEARNING ANALYSIS LAYER
@ O * LSTM Model (Text Detection)
.a{‘\—‘.’ / * ResNet-18 Model (Image Detection)
£\ 2 * ResNet-18 Model (Video Frame Analysis)
@
* MLP Model (Audio Detection)
v._] 5. DECISION & CLASSIFICATION LAYER
V) — * Confidence Score Calculation
- a « Fake Score Analysis
* REAL / FAKE Classification
(
6. DATABASE & STORAGE LAYER
| « SQLite Database
« Prediction Records
* User Information
« Detection Logs
§ * Report History

Figure. 1 System Architecture

(b)Application Layer
The Application layer is the controller of the system.
Coordinates user requests, vali-dates uploaded files,
handles the detection pro-cess, and facilitates seamless
communication among various modules. In addition, it
provides report generation and general workflow
management.

(c) Preprocessing Layer
Input data should be well prepared prior to the analysis.
This layer can be used for text cleaning, tokenization,
image resizing, extraction of video frames, and extraction
of features from audio. These operations enhance the
quality of the data and prepare it for deep learning
models.

(d) Deep Learning Analysis Layer
At the core layer of the system, where intelligent analysis
is performed. There are various types of data, and
different deep learning models are applied:

= LSTM Model reads the text and detects misleading
patterns in the language. ResNet-18 Model is
designed to analyze visual con-tent, such as images
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and video frames, for detection of manipulated or
fake content.

= MLP Model processes the features of audio and
detects synthetic or cloned speech.

(e)Decision and Classification Layer
Once the analysis is done, this layer analyzes the results of
the deep learning models. It derives scores of confidence,
considers indicators of fake content, and categorizes the
content as either REAL or FAKE.

(f) Database and Storage Layer
The last layer is where user data, predictions, confidence
scores, timestamps and system logs are stored. These
records are helpful for creating reports, monitoring
performance and analysing future performance.

4. System Implementation

The Detecting Misinformation Using Deep Learning
Techniques system is based on Python, Deep Learning
models, whose pro-gram analyzes and classifies content as
Real or Fake. The system allows multiple inputs such as
text, images, audio and video, and gives prediction
outputs using a web-based user-friendly interface.

4.1. User Interface Implementation

Streamlit framework is used to develop the user interface
that enables the user to upload a file and view the
prediction results. The in-terface has individual modules
for text, image, audio and video analysis. It is easy for
users to upload content and get feedback of the con-tent’s
authenticity in real time.

4.2. Data Preprocessing Implementation

The uploaded content is first preprocessed for better model
performance before it enters into the analysis.

Text Data: Text data is cleaned, tokenized and converted
into numerical representation.

Image Data: Images have been made smaller and
standardized prior to feature ex-traction.

Audio Data: MFCC (Mel-Frequency Cepstral Coefficients)
features are extracted from audio signals.

Video Data: Each frame of the video is captured and
analyzed individually.

4.3. Deep Learning Model Implementation
This system is based on the use of different deep learning

models for each type of data:
(a) Text Detection Module
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An LSTM (Long-Short Term Memory) model is used to
analyze the textual content. The model is capable of
capturing the linguis-tic patterns, contextual connections,
and se-mantic information, enabling it to effectively detect
misinformation.

(b) Image Detection Module
The image analysis module is based on ResNet-18
architecture. It identifies aspects of images and detects
manipulated or misleading aspects of images.

(c) Video Detection Module
The video files are extracted into frames and analysed
using ResNet-18 model. This makes it easier to detect
altered or fake video content.

(d) Audio Detection Module
An MLP (Multi-Layer Perceptron) net-work is trained on
audio files, using MFCC features for analysis. The model is
able to de-tect synthesized, manipulated or Al-generated
audio recordings.

4.4. Prediction and Classification

Once feature extraction and modeling analyses have been
done, the system outputs the prediction scores. The
content is deter-mined to be REAL or FAKE according to
the confidence values and the fake-content indi-cators. The
prediction result and confidence score are then displayed
to the user.

4.5. Database Implementation

The system keeps track of prediction records, file
information, confidence scores, and time stamps in a
database. This allows you to Generate reports, Track
results, and analyze performance in the future. The
database also logs users’ activities and detection history.

4.6. Report Generation

A reporting module is developed to pro-duce reports
summarizing the detection out-come. Analysis statistics,
prediction distribu-tions and reports for download are
available for users to review for further analysis and
documentation.

5. Testing and Evolution

Testing

An important part of the development of the Detecting
Misinformation Using Deep Learning Techniques system
is the testing phase. It guarantees the proper working of all
modules and the accurate and reliable output of the
system. Different test cases were run with text, image,
audio and video data, and the performance of the
application was verified.
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5.1. Unit Testing

Testing on the individual modules was conducted to
ensure correct operation of the unit.

Text Processing Module: Text cleaning, tokenization and
feature ex-traction have been verified.

Image Detection Module: Successful upload, pre-processing
and classification of detected images.

Audio Detection Module: Tested MFCC feature extraction
and pre-diction.

Video Detection Module: Frame extraction and analysis has
been tested. Ensured proper storage and retrieval of
prediction records using Database Module.

User Interface Module: Verified uploading of files and
displaying of results.

5.2. Integration Testing

To ensure proper communication among various modules,
integration testing has been performed.

Data input from the user interface to the preprocessing
modules was successful. Features extracted were properly
conveyed to deep learning models. The results of the pre-
diction were correctly saved in the database and presented
to the users. The stored prediction records were used to
generate reports that were correct.

5.3. System Testing
A whole application was tested, called system testing.

TC1 - Pass The number must be divisi-ble by 10.TC1 - Pass:
The number should be divisible by 10. Passed Uploaded
Real News Text Classed as REAL Upload Fake News Text
Classed as FAKE Passed Uploaded Image file Generated
Prediction Passed Au-dio File (1234.wav) Prediction
(1234.pred) Passed (1234.pass) Video File Uploaded Pre-
diction Made Prediction Passed Success No Error Message
Failure Error Message Dis-played Invalid File Format
Validation Message Displayed Passed

5.4. Performance Testing

System Efficiency and responsiveness was measured
through performance testing. Rapid content upload and
processing. Correct
Consistent results from repeated testing. Good handling of
various file formats.

identification of misinformation.

5.5. Evaluation

The proposed system was tested with various test sets of
both real and fake contents. Common evaluation metrics
were used to evaluate the deep learning models.

5.6. Accuracy

Accuracy measures the percentage of correctly classified
samples.

Accuracy = (TP + TN) / (TP + TN + FP + FN)
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Precision : Precision is the number of cases predicted as
fake that are indeed fake.

Precision = TP / (TP + EP)

Recall : The measure of the model’s ability to correctly
recognize fake content is recall.

Recall = TP / (TP + FN)

F1-Score : F1-Score is a combination measure of Precision
and Recall.
F1-Score = 2 x (Precision x Recall) / (Precision + Recall)

6. Results and Discussions

The proposed misinformation detection system was
implemented successfully and tested using multiple text
inputs containing both real and fake news content. The
system uses deep learning techniques to analyze and
classify the input content based on linguistic patterns and
semantic meaning. The testing results show that the
system performs efficiently in detecting fake news with
high preprocessing  stage
unnecessary words and symbols, improving the model’s
performance. The extracted features were passed into the
LSTM model, which produced accurate classification
results.

accuracy. The removed

Login Page
The system provides a secure login inter-face for users to
access the application.

Welcome Back

Figure.2 Login Page

Signup Page
New users can create accounts using the registration form.

Create Account

Figure.3 Signup Page
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Dashboard Interface
The dashboard allows users to select different types of
content such as text, image, audio, or video for analysis.

REAL | FAKE Detection Dashboard

Select Detection Type

Figure. 4 Dashboard Interface

Image Analysis

The user enters or uploads text content for verification. The
system processes the text and predicts whether it is real or
fake.

Preview Analysis Results

s Aneson
0.7414 0.2586

Figure.5 Dashboard Interface

Fake News Detection Output
The system identifies fake news content and displays the
prediction result with confidence score.

B Text Content 8 Analysis Results

Predtn 0 Conicderca

FAKE 0:9000 0.9000
]

L}

Figure. 6 Fake News Interface

Real News Detection Output
The system identifies genuine news con-tent and displays
the result.

B Text Content 8, Analysis Results
»

et B Cmberce A fleSare

0.0000

REAL 10000

]

Figure. 7 Real news interface
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Performance Metrics
The system achieved the following performance:

* Accuracy = 94%

= Precision = 92%

= Recall =93%

* F1-Score =92.5%
The experimental results demonstrate that the proposed
deep learning-based misinformation detection system is
accurate, efficient, and suitable for real-time applications.
Limitations Implementing a deep learning-based mis-
information detection system comes with a host of
challenges and limitations, some of which might even
determine the system’s performance and reliability.

Data Availability and Quality : Perhaps the biggest challenge
is sourcing extensive, well-balanced, and quality datasets
comprising both real and fake news. Models trained with
incomplete or skewed datasets of-ten experience a drop in
accuracy.

Dynamic Nature of Misinformation : The style, language, and
presentation of misinformation keep changing. Perhaps the
biggest challenge is sourcing extensive, well-balanced, and
quality datasets comprising both real and fake news.
Models trained with in-complete or skewed datasets often
experience a drop in accuracy.

Context Understanding : At times, even the most advanced
deep learning models fail to detect the sarcasm, satire,
ironic or ambiguous statements and hid-den meanings,
which can result in wrong designation.

Language Diversity : Fake news can be found not only in
different languages but also in various regional dialects. A
model developed with one language in mind might totally
fail when applied to an-other.

Class Imbalance : Most datasets typically have a lot more
genuine news items than fake news, thereby making the
model lean towards the majority class and sacrificing its
later ability to detect fake news.

Computational Complexity : The building, testing, and fine-
tuning of advanced deep learning models like LSTM
necessitate a huge amount of computer power, memory,
and training time, which may not be available all the time.

Real-Time Processing The
tremendous amounts of internet content is difficult due to
problems related to delay and the scalability of the system.

real-time monitoring of

Model Interpretability : One of the major disadvantages of
deep learning models is that they often work like a black
box, making it very hard to understand why a certain
news story has been labelled as fake or real.
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7. Conclusion and Future Work

The fast expansion of digital communication channels has
greatly contributed to the acceleration of misinformation
proliferation, thereby posing a serious risk to societies. Hu-
man detection of fake news is not only very challenging
and almost impossible, but also slow, and it totally
depends on human perception, which makes it unreliable.
This pa-per suggests a misinformation detection system
that utilize deep learning methods.

The system we have developed undergoes Natural
Language Processing (NLP) techniques for text data pre-
processing, and it uses Long Short-Term Memory (LSTM)
networks for performing the classification task. The model
does a very good job at extracting textual features,
semantic connections, and con-textual senses to be able to
judge whether the input text is true or false. Tests done at
various stages were able to show that the system has the
potential to produce results with very low errors in
accuracy, sensitivity, and specificity giving an overall good
score of 0.9 in F-measure, thus establishing its efficiency in
detection of misinformation.

This system will work automatically, save a lot of human
resources, and still manage to give us efficient solutions to
the problem of live identification of such information that
is leading people astray. It will make human re-sources
spent on fact-verification check very little and make people
have more confidence in platforms of digital information.
This work shows that deep learning methods are capable
of making a great impact in the fight against fake news and
in sustaining the dependability of online data. The next
version of the system is expected to have the ability of
recognizing the words through visual and other forms of
possibly encoded data such as video or audio and vice
versa, and also deliberately lumber to the call of different
languages so as to have a wider and more accurate
detection of misinformation.

Future Scope

The deep learning based misinformation detection system
we developed, has been able to identify fake and
misleading news content quite effectively. That said, there
still remains a lot of scope for making the system better
and more robust.

Multimodal Misinformation Detection: At present, the system
mostly relies on text for detection. Going forward, it could
be developed further to not only handle text but also
images, videos, and audios for more
misinformation detection.

Multilingual Support : Making the system capable of
identifying fake news in several languages and local

precise

dialects will increase its usefulness worldwide.
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Real-Time Social Media Monitoring: Integrating the system
with social media platforms like Twitter, Facebook, and
Insta-gram for live tracking of deceptive content is a
possible future enhancement.

Advanced Deep Learning Models: We may employ more
sophisticated models such as BERT, GPT, Transformers,
and hybrid architectures to raise identification accuracy
and get the context better.

Explainable Al (XAI): Providing interpretability in AL so the
user can understand the classification decision and thereby
trust the system is the next step of development.
Large-Scale Deployment : Hosting the system on the cloud
can be done to not only facilitate large-scale processing of
data but also support live processing.

Adaptive Learning : By continuously retraining the model
with new data, it can keep up with the emerging strategies
of misinformation and become more accurate with time.
Incorporating these changes will not only equip the
misinformation detection system to fight fake news more
effectively but also make it robust and scalable which can
be deployed across multiple digital platforms.
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